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Disclaimer

THIS SPECIFICATION IS PROVIDED ”AS IS” WITH NO WARRANTIES WHATSOEVER,
INCLUDING ANY WARRANTY OF MERCHANTABILITY, NONINFRINGEMENT, FIT-
NESS FOR ANY PARTICULAR PURPOSE, OR ANY WARRANTY OTHERWISE ARISING
OUT OF ANY PROPOSAL, SPECIFICATION OR SAMPLE. Without limitation, ONF dis-
claims all liability, including liability for infringement of any proprietary rights, relating to use
of information in this specification and to the implementation of this specification, and ONF
disclaims all liability for cost of procurement of substitute goods or services, lost profits, loss of
use, loss of data or any incidental, consequential, direct, indirect, or special damages, whether
under contract, tort, warranty or otherwise, arising in any way out of use or reliance upon this
specification or any information herein.

No license, express or implied, by estoppel or otherwise, to any Open Networking Foundation or
Open Networking Foundation member intellectual property rights is granted herein.

Except that a license is hereby granted by ONF to copy and reproduce this specification for
internal use only.

Contact the Open Networking Foundation at http://www.opennetworking.org for information
on specification licensing through membership agreements.

Any marks and brands contained herein are the property of their respective owners.
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1 Introduction

This document describes an ONF extension for OpenFlow version 1.3.X that generate vacancy events
for flow tables. When the vacancy of a flow table cross a threshold configured by the controller, an
event is generated by the switch.

2 How it works

Using this extension, a controller may set two vacancy threshold for each flow table, each threshold
is express as a percentage vacancy. Two thresholds are to avoid spurious events using an hysteresis
mechanism.

The vacancy events are generated when the remaining space in the flow table changes and cross a
thereshold, whatever causes the change in remaining space. This can be the result of OpenFlow opera-
tions on the table (flow insertion, expiry or removal), or the result of switch internal processing changing
the amount of remaining space in the table.

When the remaining space in the flow table decreases to less than vacancy_down, and if vacancy
down events are enabled, a vacancy down event must be generated to the controller using the
ONF_ET_VACANCY_STATUS message type with reason ONFVR_DOWN. Further vacancy down events are dis-
abled until a vacancy up event is generated.

When the remaining space in the flow table increases to more than vacancy_up, and if vacancy up events
are enabled, a vacancy up event must be generated to the controller using the ONF_ET_VACANCY_STATUS

message type with reason ONFVR_UP. Further vacancy up events are disabled until a vacancy down event
is generated.

When vacancy thereshold are set on a table and vacancy_down is not zero, either the vacancy up or
vacancy down event is enabled. When enabling events, if the current vacancy is less than vacancy_up,
vacancy up events must be enabled, and vacancy down events must be disabled. When enabling events,
if the current vacancy is greater or equal to vacancy_up, vacancy down events must be enabled, and
vacancy up events must be disabled. When vacancy_down is set to zero, both vacancy up and vacancy
down events must be disabled.
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3 Vacancy events Experimenter ID

The Experimenter ID of this extension is:

ONF_EXPERIMENTER_ID = 0x4F4E4600

4 Vacancy events messages

The following message types are defined by this extension.

/* Message types */

enum onf_exp_type {

ONF_ET_SET_VACANCY = 1920, /* Set vacancy - Controller/switch message */

ONF_ET_GET_VACANCY_REQUEST = 1921, /* Get vacancy - Controller/switch message */

ONF_ET_GET_VACANCY_REPLY = 1922, /* Get vacancy - Controller/switch message */

ONF_ET_VACANCY_STATUS = 1923, /* Vacancy event - Async message */

};

The ONF_ET_SET_VACANCY message is used by the controller to set the vacancy thresholds on a flow
table, and uses the following message structure :

/* Set vacancy message. */

struct onf_message_set_vacancy {

struct ofp_header header;

uint32_t experimenter; /* ONF_EXPERIMENTER_ID. */

uint32_t exp_type; /* ONF_ET_SET_VACANCY. */

uint8_t table_id; /* ID of the table, OFPTT_ALL indicates all tables */

uint8_t pad[1]; /* Pad to 16 bits */

uint8_t vacancy_down; /* Vacancy threshold when space decreases (%). */

uint8_t vacancy_up; /* Vacancy threshold when space increases (%). */

uint8_t pad2[4]; /* Pad to 64 bits */

};

OFP_ASSERT(sizeof(struct onf_message_set_vacancy) == sizeof(struct ofp_experimenter_header) + 8);

The table_id field is the table which threshold should be changed.

The fields vacancy_down and vacancy_up are the threshold for generating vacancy events that should
be configured on this flow table, expressed as a percent. If vacancy_down field is set to 0, vacancy
events are disabled on the flow table.

The ONF_ET_GET_VACANCY_REQUEST message is used by the controller to request the current vacancy
thresholds from a flow table, and uses the following message structure :

/* Get vacancy request message. */

struct onf_message_get_vacancy_request {

struct ofp_header header;

uint32_t experimenter; /* ONF_EXPERIMENTER_ID. */

uint32_t exp_type; /* ONF_ET_GET_VACANCY_REQUEST. */

uint8_t table_id; /* ID of the table. */

uint8_t pad[7]; /* Pad to 64 bits */

};

OFP_ASSERT(sizeof(struct onf_message_get_vacancy_request) == sizeof(struct ofp_experimenter_header) + 8);
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The table_id field is the table which threshold are requested.

The ONF_ET_GET_VACANCY_REPLY message is used by the switch to reply to a
ONF_ET_GET_VACANCY_REQUEST message from the controller and report the current vacancy thresholds
of a flow table. It uses the following message structure :

/* Get vacancy reply message. */

struct onf_message_get_vacancy_reply {

struct ofp_header header;

uint32_t experimenter; /* ONF_EXPERIMENTER_ID. */

uint32_t exp_type; /* ONF_ET_GET_VACANCY_REPLY. */

uint8_t table_id; /* ID of the table, OFPTT_ALL indicates all tables */

uint8_t vacancy; /* Current vacancy (%). */

uint8_t vacancy_down; /* Vacancy threshold when space decreases (%). */

uint8_t vacancy_up; /* Vacancy threshold when space increases (%). */

uint8_t pad2[4]; /* Pad to 64 bits */

};

OFP_ASSERT(sizeof(struct onf_message_get_vacancy_reply) == sizeof(struct ofp_experimenter_header) + 8);

The table_id field is the table which threshold are reported.

The field vacancy is the current vacancy of the table, expressed as a percent.

The fields vacancy_down and vacancy_up are the threshold for generating vacancy events configured on
this flow table, expressed as a percent. If vacancy events are disabled on the table, the vacancy_down

field must be set to 0.

The ONF_ET_VACANCY_STATUS message is generated by the switch when a vacancy event is crossed on a
flow table. It uses the following message structure :

/* Vacancy event message. */

struct onf_message_vacancy_status {

struct ofp_header header;

uint32_t experimenter; /* ONF_EXPERIMENTER_ID. */

uint32_t exp_type; /* ONF_ET_SET_VACANCY. */

uint8_t table_id; /* ID of the table, OFPTT_ALL indicates all tables */

uint8_t vacancy; /* Current vacancy (%). */

uint8_t vacancy_down; /* Vacancy threshold when space decreases (%). */

uint8_t vacancy_up; /* Vacancy threshold when space increases (%). */

uint8_t reason; /* One of ONFVR_*. */

uint8_t pad2[3]; /* Pad to 64 bits */

};

OFP_ASSERT(sizeof(struct onf_message_vacancy_status) == sizeof(struct ofp_experimenter_header) + 8);

The table_id field is the table which vacancy is reported.

The field vacancy is the current vacancy of the table, expressed as a percent.

The fields vacancy_down and vacancy_up are the threshold for generating vacancy events configured
on this flow table, expressed as a percent.

The reason field can be one of the following values:
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/* Reason for the vacancy event. */

enum onf_vacancy_reason {

ONFVR_DOWN = 0, /* Crossed vacancy_down threshold. */

ONFVR_UP = 1, /* Crossed vacancy_up threshold. */

};

5 Vacancy errors

The following errors are defined by this extension:

/* Error codes */

enum onf_error_exp_type {

ONFERR_ET_BAD_VACANCY = 1920, /* Bad value in ONF_ET_SET_VACANCY. */

};

If in a ONF_ET_SET_VACANCY message the value of vacancy_down is greater than the value of
vacancy_up, the switch should reject the ONF_ET_SET_VACANCY message and send an ofp_error_msg

with ONFERR_ET_BAD_VACANCY code.

The error ONFERR_ET_BAD_VACANCY uses the following structure:

/* Message structure for all errors. */

struct onf_error_msg {

struct ofp_header header;

uint16_t type; /* OFPET_EXPERIMENTER. */

uint16_t exp_code; /* One of ONFERR_ET_* above. */

uint32_t experimenter; /* ONF_EXPERIMENTER_ID. */

uint8_t data[0]; /* Up to 64 bytes of failed request. */

};

OFP_ASSERT(sizeof(struct onf_error_header) == sizeof(struct ofp_error_experimenter_msg));

The type field must be set to OFPET_EXPERIMENTER.

The experimenter field is the Experimenter ID (see 3).

The data fields contains a copy of the failed request message, truncated to 64 bytes.

The exp_code field is set to ONFERR_ET_BAD_VACANCY.
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