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“Programmable switches are 10-
100x slower than fixed-function
switches. They cost more and
consume more power.”

Conventional wisdom in networking
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Moore’s Law and Simple Math
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30% Serial 1/10

20% Logic
50% Memory chketg
Lookup Tables -
Packet Buffer Processing
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30% Serial 1/0

20% Logic
Packet
Processing
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30% Serial 1/0

Only the Logic
dictates whether “fixed
function” or

rogrammable”

50% Memory

Lookup Tables
Packet Buffer
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30% Serial 1/10

Only the Logic
dictates whether “fixed
function” or
rogrammable”

50% Memory

Lookup Tables
Packet Buffer
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Parallelism and alternatives

e Sequential semantics does not prohibit parallelism

* Doing everything does not mean doing everything all
the time
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PISA: Important Details

Programmable Match-Action Pipeline
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PISA: Important Details

e Multiple simultaneous lookups and actions can be supported

N lookups < ~ M actions

[Memory| ALu
[Memory| ALu
Memory| ALu
[Memory| ALu
Memory| ALu
[Memory| AL

Match+Action
Stage (Unit)
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PISA: Match and Action are Separate Phases

e Sequential Execution (Match dependency)

Wemory| aLu Memory| 1
iemon] | | [emen] ALY Total Latency = 3
Memory| LU [Memory] AL
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PISA: Match and Action are Separate Phases

e Sequential Execution (Match Dependency)
e Staggered Execution (Action Dependency)

Total Latency = 2
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PISA: Match and Action are Separate Phases

e Sequential Execution (Match Dependency)
o Staggered Execution (Action Dependency)
e Parallel Execution (No Dependencies)

Total Latency = 1.1
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PISA: Match is not required

e A sequence of actions is an imperative program

—
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Symmetric Switch Model

e Why not share the hardware between ingress and egress?

Packet
Queuing,

Replication &
Scheduling

—10
10
—11
—11
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Introducing Tofino
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6.5Tb/s Tofino™ Summary

o State of the art design
o Single Shared Packet Buffer

o TSMC 16nm FinFET+ MAC + Serial I/0

e Four Match+Action Pipelines o o
o Fully programmable PISA Embodiment Pipeline Pipeline
o All compiled programs run at line-rate. 0 Shared 1
o Up to 1.3 million IPv4 routes Packet

Buffer
. . &

e Port Configurations MatchvActon | | | MatchActon
o 65 x 100GE/40GE A dod
o 130 x 50GE

o 260 x 25GE/10GE

e CPU Interfaces
o PCle: Gen3 x4/x2/x1
o Dedicated 100GE port
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Tofino. Simplified Block Diagram

CPU MAC

Control & configuration

Ingress
10/25/40/50/100 Pipeline Pipeline 10/25/40/50/100

Ingress
Pipeline
Traffic
Manager

Ingress
10/25/40/50/100 Pipeline

Ingress Egress
10/25/40/50/100 Pipeline Pipeline 10/25/40/50/100

Each pipe has 16x100G MACs + a Packet
Additional ports for recirculation, Packet Generator, CPU
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P4,; Language Elements

State machine,
bitfield extraction

Parsers

_ v

Tables, Actions,
control flow
statements

Controls

Basic operations
and operators

T — w— Bistrings, headers,
Data TypeS structures, arrays '

e =
FREE
WAV VALY

BEEEEE.
HHEH

Architecture Programmable blocks
Description and their interfaces

Support for specialized

Extern Libraries components
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Packet Header Vector (PHV)

o A set of uniform containers that
carry the headers and metadata
along the pipeline

e Fields can be packed into any
container or their combination

e PHV Allocation step in the
compiler decides the actual
packing
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Unified Pipeline

e There is no difference between ingress and egress processing
o The same blocks can be efficiently shared

Reset/ PCle CPU MAC hi
engines

Control & configuration

Ingress
10/25/40/50/100 Pipeline

Tx MAC Egress
10/25/40/50/100 Pipeline

Traffic
Manager

Ingress
10/25/40/50/100 Pipeline

Tx MAC Egress

: ° 10/25/40/50/100 Pipeline
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The Basic Structure

1/10/
40/100G
Rx MACs
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header

Ingress
Match-Action
Pipeline

full packet

Copyright © 2017 - Barefoot Networks

Deparser

Common
Queuing
and Packet Data
Buffers
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Parser

TCAM SRAM

Action

next state

Match Field Extract

Match Field selection

I 16b

Input Shift Register < shift contro

I 32b

Output Field
extract register

From MAC
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Parser Visualization

Row 147

State start_parse_ethernet (from state <POV initialization> <Ingress intrinsic metadata> <Phase 0>)

[« ] Raw register data

Row 140

State parse_ipv4 (from state start_parse ethernet)

[ «] Input buffer
[ «] Raw register data

Matches 16
Bytes L] 1 2 3 4 5 6 7 8 00 UGN I RIS 14 15 16 17 18 19
Extractions 184 186 36 182 k) 179 [« ] Input buffer

PHV 58 |= 0x400000 Matches  8lal_ 8 s
H I= ox eytes 8 120 B3 e BsH 6 7 B e 96 91|92 (93| (14| (15 (16 17 18 f19| 20 21
PHV 58 |= Ox1 Extractions 195 m % W T8 @ @ =

PHV 58 |= ox8

[ ] Transitions

16b

0000 & fedd -> Row 146 (state parse llc_header

[«] Transitions

16b 8b[0; 8b[1]
0000 & fa00| -> Row 145 (state parse llc_header) 9000 & 1fFf|6s &Is.]ef :)1‘ > Row 217 (state parse icm
9000 -> Row 144 (state parse fabric header) 0000 & 1fff|05 && Of 06 -> Row 216 (state parse tc
8100 -> Row 143 (state parse vlan 0000 && 1fff|05 && Of | 11| -> Row 215 (state parse_ud
9100| -> Row 142 (state parse_gin 0000 && 1fff|05 && 0f  2f| -> Row 214 (state parse gre
8847| -> Row 141 (state parse_mpls__it0) 0000 & 1fff|05 && 0f 04| -> Row 213 (state parse_ipv4 _in_ip)
0800 -> Row 140 (state parse ipvd) 0000 && 1fff|05 && 0f 29| -> Row 212 (state parse_ipv6_in_ip)
86dd| -> Row 139 (state parse ipvé 0000 & 1fff|00 &% 0f 02| -> Row 211 (state parse_set prio_med)
0806| -> Row 138 (state parse arp rarp) 0000 & 1fff 00 &% Of| 58 -> Row 210 (state parse_set prio_med)
o 0000 & 1fff 00 & Of| 59| -> Row 209 (state parse_set prio_med)
88cc -> Raw 137 (state parse set_prio high) 0000 && 1fff|00 && Of| 67| -> Row 208 (state parse set prio_med)
8809 -> Row 136 (state parse set prio high) 0000 && 1FFF|00 && OF| 70| -> Row 207 (state parse_set prio_med)
Default| -> Row 135 (state <leaf>) Default -> Row 206 (state <leaf>)
Previous states: Row 255 Previous states: Row 147
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Pipeline Organization

MAC

v

;

MAC

MAC

MAC
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Ingress
Buffer

Egress header

E Packet bod
Combined Ingress/Egress Match-Action Pipeline gress Facket body

MAU 0 MAU n
PHV PHV

Egress
Parser 0

Jasieda(
ssalbg
Jojonisuo)
19084
ssalbg

Egress
Parser
M

Ingress
Parser 0

Jesieda(
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ssalbu|
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Ingress
Parser
M

Recirculation Buffer
(Packet Reference, Metadata)

Ingress Packet body
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What Happens Inside?

Match+Action
BAREFCO:T Stage (Unit)
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Parallelism in P4

apply { .
/* Parallel lookups possible */ * Most P4 programs have inherent
subnet_vlan.apply(); para"ellsm
mac_vlan.apply(); » Others can be executed speculatively
protocol_vlan.apply() .
port_vlan.apply(); ° SWItCh.p4

. o ~100 tables and if() statements
/* Resolution in next stage */ L. .
resolve_vlan.apply(); o ~22 stages divided between ingress and egress

b o Degree of parallelism ~4.5

apply {

if (!subnet_vlan.apply().hit) {
if (!mac_vlan.apply().hit) {
if (!protocol_vlan.apply().hit) {
port_vlan.apply();
}
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How Tofino Supports Parallel Processing

e Multiple tables mean multiple parallel lookups
e All actions from all active tables are combined

~ =

- . Xbar XkeyN
ey = 8
@]
L H 3 . —t
N lookups o o ~ M actions . - rgn
Meman] AL oo i :
g - . J VT TkeyN I Actio 8

Match+Action
Stage (Unit)

Match Action Unit
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Parallelism in P4

hdr.mpls[0]

hdr.mpls[0].

hdr.mpls[0]
hdr.mpls[0]
hdr_mpls[0]

action ipv4_in_mpls(in bit<20> labell, in bit<20> label2) { e Most actions can be easily

.setValid(); h
label = labell; parallelized
-EXP = g; o This action can be executed in
. DOS = 9,
At = 64 1 cycle .

= Number of parallel operations: 12
-setValid(); o Keep fields in separate

hdr.mpls[1]
hdr.mpls[1]

= { label2, 0, 1, 128 };

if (hdr.vlan_tag.isValid()) {
hdr.vlan_tag.etherType = 0x8847;

hdr.ethernet.etherType = 0x8847;

} else {
}
}
BAREFCO:T
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P4 Visualizations (PHV Allocation)
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‘ o0 e switch PHV Allocation X

‘ L (& file:///Users/vgurevich/trees/bfn/p4examples/switch/switch.tofino/visualization/phv_allocation.html

i L

PHV Group: 1
Assigned to Ingress
Container Bit Width: 32
Container Address: 26

2
inner_ dstAddr([31:0] in bits [31:0)
arp_rarp_ipv4.dstProtoAddr(31:0] in container bits [31:0)

Field inner_ethernet.dstAddr read by table mpls's action terminate_eompls
Field inner_ethernet.dstAddr read by table mpls's action terminate_vpls
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How Tofino Supports Parallel Processing

o Multiple tables mean multiple parallel lookups
o All actions from all active tables are combined
e Each PHV container has its own, independent processor

F [Memory| ALU ) { opcode, operands }
@ 0 ol 1] 2 415 )| eo0@ | w3
ALUY | _
N lookups < ~ Mactions 1 [0 ]! 3| 45| eee |
.
ALU .
02345.00 M3
Match+Action
Stage (Unit)
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Dependency Analysis

e Independent tables
e Match Dependency
e Action Dependency
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Independent Tables

action ing drop() {

modify field(ing metadata.drop, 1);

}

action set egress port (egress port) {
modify field(ing metadata.egress spec, egress_port);

}

table dmac {
reads {
ethernet.dstAddr
}
actions {
nop;
set egress port;

}

table smac filter {
reads {
ethernet.srcAddr
}
actions {
nop;
ing drop;

}

control ingress {
apply (dmac) ;
apply (smac_ filter);

exact; Tables are
independent: both

matching and
action execution
can be done in
parallel

exact;
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Match and Action are Separate Phases

e Parallel Execution (No Dependencies)

Ll
g|[EE¥

Total Latency = 1.1

jEE Qi
PEE|(EE
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Action Dependency

action ing drop() {
modify field(ing metadata.drop, 1);
}
Tables act on the same
action set egress port (egress port) { field and therefore must be
modify field(ing metadata.egress spec, egress port); placed in separate stages
}

ing_metadata.drop

table dmac {
reads {
ethernet.dstAddr : exact;

}
actions {
nop;
ing drop;
set egress port;

}
table smac filter {

reads {
ethernet.srcAddr : exact;

}

actions {
nop;
ing drop;

}

control ingress {
apply (dmac) ;
apply (smac_filter);

Josied
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Match and Action are Separate Phases

e Staggered Execution (Action Dependency)

Total Latency = 2

BAREEE%{!'
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Match Dependency

action set bd(bd) {
modify field(ing metadata.bd,
}

table port_bd {
reads {

ing_metadata.ingress_port :

}
actions {
set_bd;
}
}

table dmac {

reads {
ethernet.dstAddr : exact;
ing _metadata.bd : exact;
}
actions {
nop;

set_egress_port;
}

table smac_filter {
reads {
ethernet.srcAddr : exact;
}
actions {
nop;
ing_drop;

}

control ingress {
apply (port_bd) ;
apply (dmac) ;
apply (smac_filter);

bd) ;

exact;

ing_metadata.bd

The second table
matches on the

field, modified by
the first.

Pq uod

Josled
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Reducing Latency: Match and Action are Separate Phases

e Sequential Execution (Match dependency)

[Memory| ALu| | [Memon] ALY
Memory| aLw| | [Memon] ALU

Total Latency = 3
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P4 Visualizations (Resource Allocation)

MAU Stage 4
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P4 Visualizations (Resource Usage Summary)

o0 e Tofino Resource Allocation X || Viadimir
& (& file:///Users/vgurevich/trees/bfn/pdexamples/OLD.switch/switch.tofino/visualization/mau.html w(OOM™M=
Pipeline 0 -- switch
Resource Usage Summary °ee oot oA, edme
& (& file:///Users/vgurevich/trees/bfn/p4dexamples/OLD.switch/switch.tofino/visualization/mau.html wOME
Stage | ExactMatch || Ternary Match Hash] Resource Percentage Summary
Number|| Input Crossbar || Input Crossbar || Bit
‘ Exact Ternary Hash Action Losical
0 18 29 100 |f || Stage | Match Match | Hash |[.. . . Map VLIW || Meter |[Statistics Data =
1 38 20 144 || |[Number||  Input Input Bit Dlsu[}:;:non (Gateway RAM TCAM Instructions|| ALU | ALU Stash Bus T;l;le
2 T3 5 % Crossbar || Crossbar Bytes
; % T 0 [(1406% | 43.94% | i 38.71% | [010092) 01005 [0100% [25.62% [50.00%
e a :mzwm s 5225 [ OO AR 1525 5%
i ZR BEN --m----svm
c A S o 0.00% [4.38%
7 11 10 71
5 % 0 T :———----m-----
5 = 5 | L6 [[469% [1061% [236%| 1667% [625% [48.75% [1875%| 833% [ 2581% [0I00%A|2500% (00086 14.38% [18.75%
[12:50% [13.75% [0/00%] [ 16.13% [0:00%! [0:00% [0:00%] 9.38% [18.75%
[1250% [46.25°% [4.17% (10008 | 25:81% _[25.00% [1000%1 0100%]13.75% [18.75%
[ 6094% |[T789%7 33.65%| 50.00% [25.00% [40.00% [1250%|[ 41.67% | 6129% [25.00% 50.00% [U00R 23.75%[43.75%
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Conclusions

e Programmable Data Plane at the highest performance point is a
reality now

e P4 and real-world programs provide a plenty of optimization
opportunities
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Thank you S
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